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Change Control for This Document

The DPRIS Web site User Guide is subject to review and update by the DPRIS Program
Manager (PM) and DPRIS support team. Review and update will take place when any of the
following situations occurs:

« Modifications in response to comments or change requests, if any, received from Personnel
and Readiness Information Management (P&R IM)

« Changes in project scope or management processes

- ldentification of process-improvement activities that modify risk-management processes,
procedures, or practices

This document’s Revision History table summarizes changes to the DPRIS Web site User Guide.
Each revised plan is subject to the DPRIS Program Management Office (PMQO) document review
and approval process before becoming final. When the PM has approved and finalized changes,
a new version of the DPRIS Web site User Guide will be available for reference by all DPRIS
Users.



DPRIS Web site User Guide (WUG)

Table of Contents

ISR oY oo U 1 o] o PSRRI 1
O O o 1= - T USSR 1
L2, PUIPOSE ..ttt ettt b et b e bbb et b e nae e e naneean 1
1,30 ODJEOLIVE ..ttt bbbt 1
1.4, RecommMENded PrereQUISITES .....c.ccveieerieeieieeiesie sttt e ste et sae e raesae e e e neenee e 2
1.5, DPRIS USEI LEVEIS ...ttt st 2
1.6. Personnel Records Available Through DPRIS ..o 3

2. DPRIS Standard INdexing SChEmE .........ccoiiiiiiiie s 4
2.1.  Origin of the DPRIS INdeXing SCNEME .........c.ccoviiiiiiiece e 4
2.2. DPRIS Groups and SUDGIOUPS .......ccveieiiieiesiesiis et 5

3. NeW USer RegISTIatiON ........cccouiiiiiieic ettt sra e sre e 6
3.1, New User registration HOME Page ........cccoiiiiiiiiiiiieiee e 6
3.2.  New User Registration Information Page ...........ccccoiveiiiiieiieireie e 7
3.3, Privacy and SecUrity StAtEMENT........ccoiiiiiiiieieeee e 8
I S o T | 1Y =11 T o TSSOSO 9

3.4.1.  User ID and Password Method ............ccceiveiiiiiiiie e 9
3.4.2.  Common AcCesS Card Method ..........cccooiiiiiiieiiee e 11
3.5, New User RegiStration FOMM.........ccoiiiiiiriiiiisiieieieie et 14
3.6.  Manager SEleCtiON PAQE ........coviiiiieeiecie sttt 15

N T o 3 T SR 17

4.1, Logging iNto DPRIS ...ttt et nee e 17
4.1.1. Logging into DPRIS with a User ID and Password............ccccceoevenenenenencnennns 17
4.1.2. Logging into DPRIS with a Common Access Card...........ccoevvevieieeiesie e 18

4.2.  Creating Requests iN DPRIS ..ot 21
4.2.1.  Creating an OMPF REQUESL .......ccvoiiiiecieeie sttt 22
4.2.2. Creating @ JSRRC REQUEST .......ocuiiiiiiiiiiiiiieieie et 23

4.3, VIEWING RESPONSES .....vvervieiiieeiee ittt ettt et e st e e s e ba e saae s be e s taeebeesseeabeesreeenreea 29

4.4. Web-Based DPRIS REPOITS ......ooiiiiiiiiieiesie sttt 31

5. ACCOUNT MaNAGEMENT ... ..ottt e e e e b e e e ssae e e sseeeenneeeans 32
5.1.  Changing Your ACCOUNE Profile.........cccoiiiiiiiiiiiieeee s 34



DPRIS Web site User Guide (WUG)

5.2, Changing YOoUr PASSWOIT.......c.ciuiiieieiieiiieiesieesiee et e st sbe s sne e snee e 35
5.3.  Activating, Deactivating & ReJECtING USEIS ......cccecvuviieirerieiiesie e eie e ee e 36
5.3.1.  ACHVALING NEW USEIS ..ottt sne e 36
5.3.2.  DeEACHIVALING USEIS ... .eciiiiieiieeie ettt te e s te e e st aeanaesneeneenee e 38
5.3.3.  REJECHING @ USEI ...ttt bbb 40

5.4, Updating USEr Profiles .........coiiiiiieie et 41
5.5, FOrgotten PASSWOITS ........c.oiiiiiiiieiiieiteste et 42
5.5.1.  ReSettiNg YOUr PASSWOITU.......ccviiiiiieiieeieiie et sre et sre e 42
5.5.2.  Resetting Another User’s Password...........cccoouviiiiiiiiiiiiciicieeeee e 43

5.6. Reassigning Subordinate DPRIS USEIS........c.ccoeiieiieiieiieie e ste e 45
6. INTOrMALION PAGE ...oceeiiiiiiiite bbbttt eneas 47
7. DPRIS HEIP oottt ettt sttt ne e 48
SO0 o] 1F ] o] o PSSR 50
APPENDIX AL ACIONYIMS L.eiiiiiiiiiiiteiiieesiiesesiesastteesstaaeasbeaesbaassbee s snbeeessbaesssbeesssbeesssbessnsseesnsnees 51

Table of Figures

Figure 1-1 User LeVel PErMISSIONS.........ciiiiiiiiiieiesieste sttt 2
Figure 1-2 DPRIS USEI LEVEIS ......ccveciice ettt sttt 3
Figure 1-3 ReCOrds AVailable ... 3
Figure 2-1 INdeXinNg SCREME ......cc.viiiiie ettt ettt e beetesneeenas 4
Figure 3-1 RegiStEring @ NEW USEI ......ccoiiiiiieieie ettt 6
Figure 3-2 New User Registration Information Page ............cccceeveviiiiiieie e 7
Figure 3-3 Privacy and SeCUrity StatemMent ..........cccoooiiiiiiiiiiieee e 8
Figure 3-4 Login Method FOIM .........coi ittt sttt 9
Figure 3-5 USer ID and PASSWOIT............oiiiiiieiiie ettt 9
Figure 3-6 DPRIS PaSSWOId RUIES ........cc.cciiiiiiiicic sttt 10
Figure 3-7 Common Access Card Method ...........cccooiiiiiiiiiiiee e 11
Figure 3-8 Select CertifiCate ........cviiiiieie e sae e 11
Figure 3-9 Select Certificate PromPL .........ooiiiiiii e 12
FIQUIe 3-10 SECUIILY AUBIT ...t e e et re e sae e 12
FIQUIE 3-11 PIN PrOMPT.....ciuiiiiiieieiteitc ittt bbbttt 13
Figure 3-12 CertifiCate BOX ......ccouiiiieiiiie ittt e e et e e e nnee s 13
Figure 3-13 New User RegiStration FOIM .........cocoiiiiiiiiiiiieieie e 14


file:///C:/Users/542828/Desktop/DPRIS/DPRIS_Documentation/User_Guide/DPRIS_User_Guide_Final/DPRIS_User_Guide_2012_06_05_FINAL.docx%23_Toc326915487

DPRIS Web site User Guide (WUG)

Figure 3-14 Manager SEIECTION PAgE ........couiiieiiiieiieieeie ettt 15
Figure 3-15 Manager INfOrMAtion ...........cccoeiieiiiic e 15
Figure 3-16 FOrm SUDMITIEA. ..o 16
FIQUIE 4-1 DPRIS LOGIN .....iiiiiiiiiieiie ittt st e sba e beeaesnaesneannesneenneeneens 17
FIQUIE 4-2 SEIECT CAC ...ttt bbbt e bbb 18
Figure 4-3 SeleCt CertifiCate ........cviiiiieie st e e e 18
FIQUIE 4-4 SECUTTEY AIBTT ... 19
FIQUIE 4-5 ENTEI PIN ...ttt et e be e e sraesne e e e sneenneeneeas 19
FIgure 4-6 CertifiCate ID........cooiiiiiiiiiie e 20
Figure 4-7 U.S. Government Information System Notification .............ccccccevviviiiiiiiiiciiciees 20
Figure 4-8 VIeW RESPONSES PAJE ......oiviiiiiiiiiieieieie et 21
Figure 4-9 Create REQUESE SCIEEN.......c.eciuiiieitecieeie et e et e et e te e sraesteenesreesneenee s 21
Figure 4-10 OMPF REQUESE FOMM .....cuiiiiiiiiiieieieie et 22
Figure 4-11 JSRRC REQUESE FOIM ....c.viiiiiiciiicie ettt enne e 23
Figure 4-12 PTSD SEreSSOr FOIMMN ...c..oiuiiiiiiiiieieieie ettt 24
FIQUIE 4-13 JSRRC FOMM ...oiiiiicie ettt e e be e be e e e aaaesteenesneesneenteas 25
Figure 4-14 Agent Orange Claim FOIM........coooiiiiiiiiei e 26
Figure 4-15 SUDMIt REQUESE FOMM.....ccuiiiiiiecice et 27
Figure 4-16 Request SUDMITIEM ..ot 27
FIQUIE 4-17 RESPONSE IDS......cciiiiiiiiiecie ettt te e ba e te e e sreesteeseeneesaeeeeas 29
Figure 4-18 List of Available IMageS .........ooviiiiiii e 30
FIQUIE 4-19 DD FOIM 214 ...ttt et e et e te e e e saeesteenesneesreere s 30
FIQUIE 4-20 REPOIS PAJE. ... ..ottt bbbttt ettt be e 31
Figure 4-21 Web-Based REPOIT .........coi ittt ae e 32
Figure 5-1 ACCOUNT MaNAJEIMENT ......ocuiiiiiiiiieieieie ettt seesbe e 33
Figure 5-2 My ACCOUNE PrOfile.......cooiiiiiccece e 34
Figure 5-3 Changing YOoUr PASSWOIG..........ccueieiiiierieiiesiisieseeieie et 35
FIQUIE 5-4 USEI ACCOUNTS ....ecviiiiieeitie it e stte e ettt e et st e e ba e s e et e asb e e beeesaeesbaeasbe e reeabeenneeanes 36
FIQUIE 5-5 NEW USEI ACCOUNT .....c.vitiiiitiitieieeieie sttt ettt sbe e 36
Figure 5-6 NeW USer Profile..........ooui ittt 37
Figure 5-7 ROIE ASSIGNMENT .....c.viiiiiiiiiiiiieeee ettt 37
Figure 5-8 Deactivating an AcCtive USEr ACCOUNT.........cciieiiieeiieiie et 38
Figure 5-9 Deactivate USEr Profile ..o 38



DPRIS Web site User Guide (WUG)

FIQUIE 5-10 DEACHIVALE USEI ......eiuviiieiiieieeiie sttt sttt sttt b et e st e sbeeneesneesbeenne s 39
Figure 5-11 Deactivation SUDMISSION. ........c.civeiiiiieiieie e seese e sre et e e sre e e e e sae e 39
FIQUIe 5-12 REJECTING @ USET ....c.veeiiiiiiiiiiiieie ettt 40
Figure 5-13 ReJeCt AUNOTIZALION ......cc.veiiiiieieecie et enae e 40
Figure 5-14 Updating USer ProfileS..........ccuiiiiiiiiieec e 41
Figure 5-15 Invalid LOgin AMEMPLS .....eoiiiieiece ettt e e 42
Figure 5-16 FOrgot YOUr PaSSWOIT..........ccuiieieiiieriesiesie st 42
Figure 5-17 FOrgot Password PrOMPL.........coiveiiiieiieie e ae et sne e 43
Figure 5-18 Resetting Another User’s Password..........ccocoiiiiiiiiieicneieseseee e 43
Figure 5-19 Reset PaSSWOIA LINK ..........coiiiiiiciicie ettt 44
Figure 5-20 SUDMIt RESET PASSWOIT ........ccuviiiiieiiieite et 44
FIQUIE 5-21 REASSIGN USEIS ....cuviiieciieitieiieeie st este st e st s e e s e e teasaesaeestaenseataesteeeesseesseassesneenneeneens 45
Figure 5-22 SeleCt USEr t0 REASSIGN .....ccueiuiiiieieieieite sttt 45
Figure 5-23 SeleCt NEW IMANAGET ......ccveeivieieiieeite ettt e te e s e sbeenesneenneenee s 46
Figure 5-24 Successful REASSIGNMENT .........cviiiiiiieiire e 46
Figure 6-1 INfOrmation PAQE ........c.eoveiuiiii ettt esre e 47
FIQUIE 7-1 DPRIS HEIP ...t 48
FIQUIE 7-2 ASSISTANCE FOMM . ..iiiiiiiiccit ettt et et e et e s seesteesesneesneenteas 48
Figure 7-3 Frequently ASKed QUESTIONS .........ccueiiiiiiiiiiiiiniiseeiee s 49



DPRIS Web site User Guide (WUG)

1.1. PREFACE

Over the years, the U.S. Services have maintained personnel records in the most efficient and
lawful media for the time period. For the greater part of history, records were stored using paper.
From the mid-1970s until the 1990s, microfiche was the chosen media to store permanent record
information. The next major conversion, digital electronic images, has been adopted by all
branches of the Services. This process allows paper to be scanned, indexed with identifiers, and

made available for electronic viewing.

The Official Military Personnel File (OMPF) is one of the most important records maintained for
individual Service Members. These files contain permanent information for each Service Member
and are maintained by the Services in order to administer careers and support certain benefits
eligibility. Each of the Services maintains the OMPF information in digital image format. This
format enables an authorized individual access to view these images.

The Defense Personnel Records Information Retrieval System (DPRIS) is the primary internet
portal supporting external electronic access by authorized government agencies to any of the
Services’ digital OMPF repositories. DPRIS allows routine authorized Users of OMPF information
to obtain copies of the digital images contained in the Services’ personnel systems within 48 hours,
through a single internet-based interface. Access to the Services’ digital OMPF repositories has
also been granted to on-site liaison office staff and to agency representatives for walk-in visits to
the Service Personnel Command sites.

In the past, information from these records was typically provided via hardcopy, with requests for
information and responses to such requests mailed through the U.S. Postal Service. Regardless of
the form in which the information is obtained, all Users are required by law to safeguard the
information contained in the OMPF. The owners of the OMPF information is required to keep a
record pertaining to disclosure of the information, as directed by the Privacy Act of 1974 and
Health Insurance Portability and Accountability Act (HIPPA).

The normal means of entry to the DPRIS Web site is through its home page at
https://www.dpris.dod.mil, which includes a public area open to all internet users. This public area
contains descriptive information about DPRIS, as well as links to other related Web sites.
However, the primary purpose of DPRIS is to enable authorized routine Users of OMPF
information to access digital copies of source documents in a member’s or a veteran’s file. This
functionality is supported within the secure area of the Web site, which is only accessible by pre-
authorized Users of government agencies who have logged in via the DPRIS Home Page.

1.2. PURPOSE

This DPRIS Web site User Guide will assist Users of the Web site in ordering digital copies of
OMPF documents, reports to which access is authorized, as well as in navigating through the Web
site itself (located at https://www.dpris.dod.mil ). This User Guide also explains, from a typical
User’s perspective, the DPRIS capabilities and functions encountered while ordering and viewing
images through the system. Additional topics include OMPF content, the DPRIS Standard
Indexing Scheme, Account Management and troubleshooting for Users.

The objective of this User Guide is to familiarize Users with the DPRIS Web site and to provide
guidance in using DPRIS to submit requests and review responses. In addition, this resource will
help Users register for, and manage their accounts, as well as request further assistance if needed.
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1.4. RECOMMENDED PREREQUISITES

Each DPRIS User should be familiar with the use of Microsoft Windows and Windows-based
applications. In order to initiate requests for and display OMPF images or DPRIS reports, the
computer in use must support standard Internet access utilizing standard Microsoft Internet

Explorer browser software, including Adobe Reader.

1.5. DPRIS USER LEVELS

There are three levels of DPRIS User groups: Super User, Manager, and User, structured in a top-
down, hierarchical approach. Figure 1-1 provides the permissions associated with each of the

DPRIS User groups.

TABLE 1: USER LEVEL PERMISSIONS FOR DPRIS
Permission Super User Manager User
Acoess the DFRIS website | X | |
|R|:-qu55t military personnel records ” b || ||
|RE‘.|'iE'-.'|' retrieved record information ” K || ||
Initiate secure user requests and follow-up messages with OMPF " ¥ ¥
Action Cfficers
|Initiat|:- requests for approved Standard Reports ” b || ||
|Manag:— own personal account informaticn ” b || ||
|Maintain oversight of subordinate users ” b || ||
\erify and approve/disapprove DPRIS registration requests for % ¥
subordinate users
|RES|:-t passwords for subordinate users ” || ||
Assign document and report acoess for subordinate users ” K || ||
|D|:—a ctivate accounts for subordinate users ” X || ||
Review, 85 wamanted, any retrieved record information and follow- % ¥
up exchanges by subordinate users

Figure 1-1 User Level Permissions
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As shown in the hierarchical structure in Figure 1-2, Super Users have the roles and responsibilities
for all Managers and Users. Managers have the roles and responsibilities for their assigned
subordinate Users.

Manager

Figure 1-2 DPRIS User Levels

1.6. PERSONNEL RECORDS AVAILABLE THROUGH DPRIS

The OMPF information available through DPRIS have specific dates associated with their branch
of Service. Figure 1-3 shows the OMPF information availability dates for each of the Military
Services. For example, any Member of the Army who served on or after October 1, 1994 should
have OMPF information available via DPRIS. Records for those who were discharged, deceased,
released from Active Duty or retired prior to the below dates are likely to be maintained at the
National Personnel Records Center (NPRC) www.archives.gov/veterans/evetrecs/. Please refer to
the latest Standard Form 180 for more information.

Discharged, deceased,
released from active duty,
or retired on or after

Military Service

Air Force October 1, 2004

Army October 1, 1994

January 1, 1999

Marine Corps

Navy January 1, 1995

Figure 1-3 Records Available
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2.1. ORIGIN OF THE DPRIS INDEXING SCHEME

Each of the Services manages their OMPF digital records systems differently. Rather than
requiring Users to learn each indexing system, DPRIS has developed a standard index. Each
document accessible by DPRIS from the four Service OMPF systems has been mapped to the
DPRIS standard indexing scheme. The DPRIS Standard OMPF Document Indexing Scheme is

depicted in Figure 2-1. The Figure shows the four major functional document groupings and 26

supporting subgroups.

Service Computation

DD-214 / DD-215

Service Verification / Computation
Officer Appointment/ Termination
Enlistments / Extensions

Service Acknowledgements / Agreements
Discharge / Separation / Retirement
Casualty / Death

Active / Reserve Orders / Endorsements

Professional History

Promotion / Advancement / Reduction
Service / Military Education / Training
Civilian Education / Training

Service Status / Changes / Revisions
Chronological Assignments History
Qualifications / Licenses / Certificates
Security Access / Clearance / Screening

Performance

Performance / Evaluation Reports
Commendatory Items

Derogatory Items

Sensitive / Restricted
Photographs

Administrative

Dependent Support/ Eligibility

Personal History / Evaluation / Biography
Loan / Tuition Assistance / Eligibility
Change / Correction / Verification / Proof
Medical / Physical / Examinations / Findings
Miscellaneous Administrative Documents

Figure 2-1 Indexing Scheme
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2.2. DPRIS GROUPS AND SUBGROUPS

All documents in the Service’s digital OMPF inventory accessible by DPRIS are assigned to one of
the following four major functional groupings:

Service Computation: Documents that record service entry and exit, length of service, service
agreements, appointments, commissions, statements of cumulative service, and other similar
time specific data.

Performance: Documents that record a Service Member’s performance including evaluations,
fitness reports, effectiveness reports, commendatory or derogatory items, and other
performance-specific data.

Professional History: Documents that record promotions, education, training, chronological
listings of assignments, qualifications, and similar historical data.

Administrative: Documents that record administrative actions or personal information regarding
dependents, tuition assistance, medical and dental reports, insurance, and other miscellaneous
administrative data.

The Consolidated OMPF Document Mapping Report, published July 24, 1998, assigned each of the
individual document types contained in the Services’ digital OMPF systems (accessible by DPRIS)
to one or more of the DPRIS Standard Index subgroups. Building on this, DPRIS can support
standard requests and retrieval of OMPF document images from any of the four OMPF systems
using a single functional methodology.
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3.1. NEW USER REGISTRATION HOME PAGE

As additional agencies become authorized to retrieve electronic OMPF information via DPRIS,
prospective authorized Users within these agencies will need to obtain properly documented
approval from their designated Agency DPRIS Manager to become authorized Users of the Web

site.

After an agency has completed the pre-negotiated arrangements for its personnel to use DPRIS,
individuals within that agency may start their personal registration process via the DPRIS Home
Page. To begin the registration process, click the “Register Now” link (Figure 3-1).

DPRIS

Deteese Porsoaned Reconds
Information Retrieval System

Welcome to DPRIS, your online gateway to military records!

CPRIS prowides B COAGLE A 1N 10000 l0Citnns dievsl of Soament I ans fom e
- Sarvicer OMonl Mirwy Pusserel File [CVFF) rpcutort, 3n sanatve & Servns Reczess
Login Fiasaarch Caster LISRAC) s ressonsd 55 redumtt iviisnd By veintarm 052 Suhcrized 304 adtroved ivermmest

g0

Vs © 0 Gaoe retive)

OTSIpng leeding 300 sispen. HFuang 87 Boed of inkmation amsenar

Pasvsweed Quick Links

Posvecrd is cone srsren)

O What is DPRIS?
Ferget Your Pavywced? O Benefits of Using DPRIS
> _— O New User Registration Information
Common Ascess Card (CAC) R
(G40 CAC buton 10 uae your CAG O Access Information
Select CAC O Individual Veteran Access
O What's New

Last Updated 02142014

New User Registration

Logn Abodt DPRIS Prvacy Polcy Mamomedum of Agwemant FADY bz

Figure 3-1 Registering a New User
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3.2. NEwW USER REGISTRATION INFORMATION PAGE

The New User Registration Information page appears. Click the “New User Registration Form”
link (Figure 3-2).

DPRIS

Deefiense Piricane Rigosds
Inforenation Retrieval Symem

Welcome to DPRIS, your online gateway to military records!

New User Registration Information
Mew User Registration within an Authonzed Agescy
W youd 3gancy fas Hlodady been Sporived 38 0 ethonbed DPRIE ued S50ty 3nd you hive e
oM your Manager o negisler 35  user. phease complete T online Hew Uses Registrabion Form
ol recahe

comgleted ha cnling frm and have been granted acoess i DPRIS, you will be notled By email Iy
approval maiicalion wilhin 43 hours, please contact pour Agency Masager

There are Bres bveds of DPRIS user groups: Super User, Wanager, and User, siuchwred in a top-down, Rierarchical
approach (as shown in Tadle 1)

Bew Ui
Registrabon ——
Indprmmabon IACRLE LISE|
m Supst User Manages User
[Are3s the DPRIS wabsite % X X
|Roguesl mablary pors ool recoeds | i [ F
|Rivsiirw et irvd fcoid inkoemations | X X X
Irobiale SOCUMS LEAT PQUESES and folow-up MaSSaES wilh % % %
OUFF Azson Ofices Clickhiere 10 acoess ha DPRES Websts User Begistation
& ool £ prepars for sef-registraban vgon
m [irstiatn requests for apgroved Sandard Reports X X X et W.
Ml s sy, maa sl arven s aken 1l ] X ] .
8] CFRTRegutabonG . doc " & Sho ll downbsinds.

Figure 3-2 New User Registration Information Page
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3.3. PRIVACY AND SECURITY STATEMENT

The Privacy and Security Statement page (Figure 3-3) is then displayed. After reading the
information presented, click the “Accept” link.

Figure 3-3 Privacy and Security Statement
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3.4. LOGIN METHOD

The Login Method Screen (Figure 3-4) is then displayed. Two login choices are presented: User
ID and Password Method (Section 3.4.1), and Common Access Card (CAC) method, described in
Section 3.4.2.

3.4.1. User ID and Password Method

Select the “User ID and Password” radio button and click “Continue”.

LOGIN METHOD

2 4 st e il A S e 151 IS 2 e 0 SO0 W 5 L. AR S 5 B
EC R

g Mbad® e 0 e P

Commua hinens Cord

Figure 3-4 Login Method Form

Selecting the User ID and Password Method and clicking “Continue” will bring you to the New User
Registration Form show in Figure 3-5.

HEVU USER REGISTRATION FORM

R e e )

Figure 3-5 User ID and Password
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3.4.1.1. DPRIS Password Rules
To insure security, create a password that adheres to the specific DPRIS Password Rules (Figure 3-
6). The Password Rules also ensure integrity of the system.

NOTE: User ID, password, e-mail address and security challenge answer are all case-sensitive in
DPRIS.

DPRIS uses an industry standard process for establishing passwords. These rules
are called Strong Passwords. The following rules must be adhered to:
* Each password must contain
1. A minimum of eight (8) character
2. At least one uppercase alphabetical character
Example: ABCDEFG
3. At least one (1) lower case alphabetical character
Example:abcdefg
4. At least one (1) numeric character
Example: 1234567890
5. At least one (1) of the following special characters
Example: |l @#8S$%M()- =,.:;?2"'"
* Each password must NOT:
1. Contain a space
Example: US Gov
* The password may not be changed more than once within a 24 hour period.
* The password must be different than the last ten (10) created by the user.

Figure 3-6 DPRIS Password Rules
An example of an acceptable password would be: Dpris5379!

To continue with the User ID and password method, please skip to Section 3.5, “New User Registration
Form”.

10
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Select the “Common Access Card” radio button and click “Continue” (Figure 3-7).

psl)m%§ Welcome to DPRIS, your online gateway to military records!

Information Retrieval System

LOGIN METHOD

Select the method of authentication you will use each time you log in to DPRIS Web. If you are not sure which method to gelect, please
cantact your manager befare continuing

Login Method * O User ID and Password

& Common Access Card

o]

THIS IS A DEPARTMENT OF PEFENSE GOMPUTER SYSTEM. This computer system. including all relsted equipment. netwoms, and netwof devises (specifieally ineluding Intemet acsess) are provided anly far authorized U.S.
Govemment use. DoD eomputer systems may be monitered for all Lawful purposes, ineluding insuring that their use is autherized, for management f the system, te facilitate protection against unautherized acoess, and to verify security
procedures, sunivability, and operational security. Monitoring includes active attacks by authorized Do entities to test ar verify the security of this system. During monitoring, information may be examined, recorded, copied and used for
autharized purposes. All information. ineluding persanal information. plased o1 sent over this system may be monitared. Use of this DaD computer system. authatized o unauthorized, sonstitutes sonsent to monitoring of this system
Unautharized use may subject yeu t criminal prasecution. Evidence of unsutherized us collected during manitoring may be used for administrative, eriminal, or other adverse action. Uss of this system constifutes consant te manitoring fo
these purposes.

* Repregents a required field

Figure 3-7 Common Access Card Method

Click the “Select Certificate” Button (Figure 3-8).

DPRIS

Defense Personnel Records
Informaticn Retrieval System

Welcome to DPRIS, your online gateway to military records!

CERTIFICATE

WWe need some warding here to instruct the user that his CAC needs to be accessed and therefore needs to be in the reader or keyboard that
is used to access his CAC

’ Select Cerlificate

Click the button to select 3 valid certificate.

continue I Bock |

* Rapresents a required field

THIS IS & DEPARTMENT OF DEFENSE COMPUTER SYSTEM. This computer system, including all related equipment, nebworis, and neork devices (specifically including Intemet access) are provided only for authorized 1.5
Gavemment use. Dol computer systems may be monitored for all lawful purposes, including insuring that their use is authorized. for management of the system. to fasilitate protection against unautharized acsess. and to verify security
procedures, survivability, and operatienal security, Monitoring ineludes astive attadks by authorized DoD entities to test o verify the security of this system. During monitoring, infermation may be examined, recorded, copied and used for
authoized purposes. All informatian, including petsonal informatian, placed ar sent aver this system may be monitared. Use of this DaD computer system, authofized ar unauthorized, constitutes consent ts manitoring of this system
Unautherized use may subject you to criminal prosecution. Evidence of unauthorized use colleeted during menitoring may be used for administrative, sriminal, or other advewse action, Use of this system constitutes consent te monitering for
these purposes

Figure 3-8 Select Certificate
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Select your appropriate certificate from the “Select Certificate” prompt and click “Ok” (Figure 3-9).

DPRIS

Defense Personnel Records
Infarmaticn Retrieval System

Welcome to DPRIS, your online gateway to military records!

Select Certi

ate

CERTIFICATE Select the certificate you wank to use,

We need some wording here t

k Issuedto | Issuedby | Intende.. Friendly... Expirsti.. Location | [0 be inthe reader or keyboard that
is used to acce

DOD EM...  Smart C...

. 8/15/2014
Elvosa.. DODEM.. SmartC.. YOGAN,

Certificate * 822013
= Elvosa.. DOD AL, <all VOGRAM....  B[2[2013
L3 >

- e el e e
R a required field

THIS I$ A DEPARTMENT OF DEFENSE COMPUTER $'YSTEM. This computer system, ineluding all related squipment, neborks, and nebuork devices (specifically ineluding Inteinst access) are provided anly for authorized U.S
Govemment use. DoD computer systems may be monitored far all 1awrul purpases, including insuring that their uss is suthofized, for management of the system, to facilitate protection against unauthorized access, and to verity security
procedures, surdvability, and operational seeurity. Monitoring includes aefive attads by autherized Dob entities to test or verity the security of this system. During menitoring, information may be examined, recorded, copied and used for
suthrized purposes. All information, including personal information, placed or sent over this system may be manitored. Lise of this DoD computer system, authorized or unauthorized, canstitutes cansent to monitoring of this system.
Unauthorized use may subject you to criminal prosesution. Evidense of unauthorized use allected during monitoring may be used for administrative, sriminal. of other adueise action. Use of this system canstitutes consent to monitaring fo
these purposes.

Figure 3-9 Select Certificate Prompt
You will be prompted with a Security Alert. Read the warning and select “Yes” (Figure 3-10).

DPRIS

Defense Persannel Records
Information Retrieval System

Welcome to DPRIS, your online gateway to military records!

CERTIFICATE
5]

“We need some wording het]  This Web site needs to cieate a digital signature wsing your private key. Kis to be in the reader or keyboard that
is used to access his CAC

Security Alel

WARNING: Allowing an untiusted Web st to use your private kep is a secuity sk
The Web site could use your private key o compromise protected data o assume
your identiy

Certificate *
Do you want this Web site to create the signatuie now?

[~ Dot show this dialog box again.

If pou select this check bos, any Web pages within this site wil be able to crieate
digital signatures without prompting you again. However, ou will be prompted
again when you visit another YWeb site.

* Represents a required field

THIS IS & DEPARTMENT OF DEFENSE COMPUTER SYSTEM. This computer system, including a1l 1elsted quipment. netuots, and network devices (specifically including Intemet acoess) are provided anfy for autharized U5
Govemment use. DoD computer systems may be menitored for all lawful purposes, including insuring that their use is autherized, for management of the system, te facilitate pretection against unauthorized acoess, and to verify security
procedures, sunivability, and operational security. Monitoring includes active attacks by authorized Dol entities to test or verify the security of this system. During monitering, inform.tion m.ay b examined, recorded, copied and used for
authorized purpases. All infarmation. including personal infarmation. placed or sent over this system may be monitored. Use of this Dol somputer system. authorized or unauthorized, sonstitutes sansent to monitoring of this system.
Unautherized uss may subject you te eriminal prasecution. Evidence of unauthorized use collscizd during monitoring may be used for administrative, criminal, or other adverse action. Use of this system constitutes consantlo manitering fc
these purposes

Figure 3-10 Security Alert
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Next, you will be prompted to enter your PIN (personal identification number) number into the
“ActiveClient Login” prompt and click “OK” (Figure 3-11). Use the PIN number that was set up when
you received your Common Access Card.

DPRIS Welcome to DPRIS, your online gateway to military records!

Defense Personnel Records

Information Retrieval System

CERTIFICATE

ActivClient Login
We need some wording here s 10 be in the reader or keyboard that
is used to access his CAC RGN

ActivClient

Certificate *

Please enter your PIN,

* Represents a required field

THIS IS A DEPARTMENT OF DEFENSE GOMPUTER SYSTEM. This somputer system, including all related equipment, nebuo s, and nebior devices (specifically including Intemet acoess) are provided only far authorized LS
Govemment use. Deb computer systems may be monitored for all lawful purposes, insluding insuring that their use is authorized, for management of the system, to facilitate pretection against unautherized acoess, and to verity seeurity
procedures, sunvivability, and aperational secufity. Monitaring includes sctive attscks by authorizad DoD entities ta tast or varify the sacurity of this system. During monitating, information may be examined, recorded, copied and used for
authorized purpeses. All information, including persenal infermation, placed of sent over this system may be monitored. Use of this Dob computer system, authorized or unauthorized, constitutes consent to monitoring of this system
Unauthorized use may subject you to criminal prosecution. Evidence of unauthorized use collected during manitoring m.ay be used far administrative, criminal, or other adverse action. Uise of this system constitutes consent to manitoring far

these purpases.

Figure 3-11 PIN Prompt

9

DPRIS will bring up your name and certificate information in the certificate box. Click “Continue’
(Figure 3-12).

QR&INS. Welcome to DPRIS, your online gateway to i

Information etrieval System

is used to access his CAC

Certificate C j

Cliok th

L e W b

" Represents a required field

nabuoie, and netwod devices (specifically ovided only for author

thorizad, tor managemant of the system, b

Infarmet acosss) ar
1obaction sgainst unsutherizad Jecss, 3nd

THIS 15 A DEPARTMENT OF DEFENSE COMPUTER SYSTEM. This computer system, including ail elated
Gavarmmant use. Dob compuber syrams may ba mondtored for all Lawdl purpeses, ineloding insusing that thei
prooi r bility, and oper | security. Monitoring includes active attads by authasized DoD e sacusity of this system. During m. \g. Infarmation may be examined, recorded, o|
authorizad pusposes, AN information, inchuding pecsonal information, placad ot and owas this systar may ba monitored, Use of his DD computar erstam, authotizad o snaulhorizad, conslitutas consant b mondorng of this system
Unauthorized ise may subject yeu bo eiminal prosecet cx of unauthorized use sollasted during monitering may be used for adminisrative, sriminal, or oiher advarse action. Use of Bhis system sonsiibeles sonsant ta monitoring for
these purposes

L
Figure 3-12 Certificate Box

You will be brought to the New User Registration Form (Section 3.5).

13
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3.5. NEw USER REGISTRATION FORM

The New User Registration Form (Figure 3-13) is displayed. Input the Agency ID Code provided
to you by your Manager or DPRIS point of contact into the Agency ID Code form field. Click on
the “Select Manager” link which will bring up a list of Managers to select from (provided a valid
Agency ID code is entered).

{NEW USER REGISTRATION FORM

—
Finans compies T e form oBio o gl i B e DR e Upon compitnion of o regunen indoemircn feioe, ciex T B pumon I T 00mom oF T GH. A IRADPINED S I T O LT 6 T BTN MG T 0T T N
A DU (N0, T SPTEND DRCH 1L CHL LTI I WO O LD BT TP B LA ol v Dl

I:lnlumA Jetn |

Il_lmm |

Ilnlwlmu ||DH |

oo ok Dosuacry |

Fanuwarg® — |
Fanywords sl ool ol ieasl | oharaolars (oo spasatl, sl inasl a0 upoer nie 15 650 Vowet ke Bha. Bl bnail 6% Fussbed 10 00 1oestal
oharoier. Lx. Moreduddad
Cligk [yere for 3 list of password rules.

|| onfirm Paiyword |....... |

et st | Watnars Vaiden Nama
Chooie 0 quribon o o and hn o do with wward ¥ mmmir
llliwl’l‘lﬂrnﬂl'llnmr=:;r“:nhln Iﬂmlm "n:-umm _.::L
(150

eurty Anvaere |_ |

| sl Agdress + |m-mﬂﬂfﬂ
FbBLE VT OB R BAIETED FouT OOTTH SN BIIEIA WA O A o i g nodtiaatent of Bk vimRat of pour SR reguiin, Bna ol
AR, T AN BIHLL WEIL B O SR

Gomfirm Eman 432 * |Juﬂn.DﬂQu.up |

[ Epne bmi g1 | (] |'I1m

LALAL QU L

Aganay iD Cods * |
T e onasl oy ey given e o, 1 0500 hay ol 1o 089 supiied B L 50830 0B 1t FRAA0B] beTe pasining

C mulrm
[ Ciioh 4 ik fo el Bhe sl of mvibvoried managets fot pout Agenay.
2% g veincled. View iy information fo verfy pou have iwiscied B oot

TSRO

Tum gnery Weme

|| Hamngery eme

HBARGET L FRond

MEARGHCL Dman

MERBGHT § OMd GO i Ul

vl G i W
g:dﬂlmﬂwI'|lil.lnlrmnn-.lmnnm‘lnlluuhﬂlﬂmﬂlﬂ-i-rmmmm

By eciorg on v BUBAT cumon, o BT 10 BORRE 10 B0 i of o By A of 1R G UALC § BEZH) ara v e et Boraciiny g Accourmaonny Az of 1 SRAA) o L (B L) 18

- Razrenda B o fan

Figure 3-13 New User Registration Form
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3.6. MANAGER SELECTION PAGE
The Manager Selection (Figure 3-14) Page is displayed in. Select the appropriate Manager who

will approve the User Registration Form.

DPRIS

Defense Personnel Records
Information Retrieval System

Managers for

Welcome to DPRIS, your online gateway to military records!

Please selecta name om the list of authorized managers for you Agency. Once 3 manager has been selected, their information will be 3dded on yOur regiskaBon torm

ame

[otmce Code [Phose Number

THES S A DEPARTMENT OF DEFENSE COMPUTER SYSTEM. This computer system, incudng ol relsied equpment, retworks, and network devices (specificaly ncudng hlermat access) are provided only fo
systems may be montored for al s ful purposes, inckding msering that ther se i authorized, for mensgement of he system 1o faciate protection aganst unsuthcrized 8ccess, and 1o verify securty pri
Montoring includes active atiacks by authorized DoD estties 10 test oc verify the securty of this system Durng montoring, iformation may be examined, recorded, copied and used for suthorized purpcses

ler system, authorized or unsuthorzed, constbates consent to monkoring Of BN system. Unsuorized use may subject you o crimnal prosec
stem Constiutes consent 1o montorg for these purposes.

Figure 3-14 Manager Selection Page

The Manager information will auto-populate into the appropriate fields. To submit the form, click

the “Submit” link (Figure 3-15).

Email Addrass *

John Doe@va. org
Please verify that you have entered your correct email address. In order for
you to get notifications of the status of your DPRIS requests, and other
notifications, your email address needs to be cormect.

Confirm Email Address »

John.Doe@va.org

Phone Number =

1

AGENCY INFORMATION

Agency ID Code =

Enter the Agency ID Code exactly as it was given to you. If this code has not
yel bean supplied 10 you, pleass contact your manager before continuing.

Manager =

Change Manager
Click the link to get the list of authorized managers for your Agency.

The following manager s information will be populated based on the Manager
selected. View this information to verify you have selected the correct
manager.

Full Agency Mame

Boozr Allen Hamilton

Manager's Hame

(]
Managers Phone g
Managers Email L)
Manager's Office Code or Symboi BAH

Office Code or Symbol

Enter an Office Code or Symbol, if your agency uses one. if you are unsure,
this field can be left blank now and updated after your account has been

activated.

By clicking on the SUBMIT button, you agres to adhere to all provisions of the Privacy Act of 1874 (&
Insurance Portability and Accountability Act of 1996 (HIPAA) (Public Law (P.L.) 104

L > Submit M Back ]

s5.C.

§ 552a) and the Health
191

* Represents a required field

Figure 3-15 Manager Information
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The Your information was submitted page (Figure 3-16) will appear. This submission will notify
the Manager a New User Registration Form has been submitted for approval. Once the Manager
approves the account, you will be ready to login and begin using DPRIS.

QLB& Welcome to DPRIS, your online gateway to military records!

Information Retrieval System

Your information was submitted

Your peofi2 was forwardad fo your Agancy Manager for aubvorizabion. You will be nobifed by email once your DPRIS usér account has been approved

mondored for sl widl purposes, including nsuring iat Ber 52 & aullorzed, for management of the systen, 1o facikate protection spainst unsulhorzed access, and fo verdly securty procedures, survivabily, and eperational securty. Moodoring includes achve atacis by
asmorized DeD ensties 1o test or verty e securty of i system During mondaring, informaton may be examned, reconded, copeed and ssed for auhored purposes. Alnformaton, includeg persasel indormaton, placed or sent over g Sysien ney be monkred Use of s
DoD computer system, dutherioed of unauthorioed, constbiaes consent o noakorng of ths Sysiem Usautherioed use may Subiect you to criminal prasecuton Evideace of unautioried use colecisd durng moakonng nay be used for admnstratve, crimingl, or ciher adverse
acon. Use of this sysiem consibutes consent & monkorng for hese purposes.

m THS S A DEPARTVENT OF DEFENSE COUPUTE! TEL Ths computer sysiem, ncudng al related equpment, networks, 80d setwork devices (specfically ncluding blernet access) are provided sely for authorzed U.S. Government use. DoD computer Sysiems nay be

Logn About DPRSS Privacy Policy Memorandum of Agreement FAQs Help Links SiteMap ContadUs

Figure 3-16 Form Submitted
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4. USING DPRIS
4.1. LOGGING INTO DPRIS

Two login choices are presented: User ID and Password Method, described in Section 4.1.1, or
Common Access Card (CAC) method (4.1.2).

4.1.1. Logging into DPRIS with a User ID and Password
To login with your DPRIS User ID and password, go to the DPRIS Home Page www.dpris.dod.mil,
enter your User ID and Password (case-sensitive — must be exact) into the appropriate fields and
click “Login” (Figure 4-1).

Figure 4-1 DPRIS Login
After clicking “Login” you will be brought to the “U.S. Government System Notification” Page. To
continue with the User 1D and password login method, please skip forward to Figure 4-7.

17



DPRIS Web site User Guide (WUG)

a Common Access Card

To login with your Common Access Card, first insert your CAC into your computer’s card reader. From
the DPRIS Home screen click the “Select CAC” button (Figure 4-2).

RIS

Defense Personnel Recards
Information Retrieval System

Welcome to DPRIS, your online gateway to military records!

DPRIS provides a conduit for the secure electronic retrieval of document images and
computable data from the Services' Official Military Persannel Fils (OMPF)

LOgII‘I repositories, and narrative data from the Joint Sewvices Records Research Center
{JSRRC), in respanse to requests initiated by veterans and authorized and approved
User ID govemnment agency users
(User ID is case sansitive)
P | and Read Information (PR IM), Office of the Under
1 Secretary of Defense (Personnel and Readiness) (QUSD (P&R)), has developed o . . .
DPRIS, ag a single enterprise gateway, to provide access to vital military perzonnel 41 DPRIS has greatly improved our ability to gain
Password information on demand and in near real-time through secure system-to-system access to personnel information needed to
e SR interfaces and Weh access by employing leading edge technalogies, including all
l:l aspects of infarmation assurance. support the people who matter most — our
; — " veterans. Getting these records used to take
Forgot Your Password? i i
Quick Links several months — now, for the veterans who
Common Access Card (CAC) B What is DPRIS? left Service in the last 10 years, we can get the
(Click CAC button to use your CAC) O Benefits of Using DPRIS personnel records in hours.”
Select CAC 3 New User Registration Information Vice Admiral Daniel L. Cooper (Ret.)
O Access Information Former Under Secretary for Benefits,

A Department of Veterans Affairs
O Individual Veteran Access

[»] ﬂhat‘s New Last Updated 02/16:2011

New User Registration

THIS I5 A DEFARTMENT OF DEFENSE COMFUTER SYSTEM. This computer system. including all related equipment, networks, and netwok dewices (specifically including Intemet acoess) are provided

only for autharized 1.8, Governmant use. DaD camputer systems may be manitored for all lanful purpeses, including insuring that their use is authorized, for management of the system, to facilitate
Register Now protection against unautharized aceess. and 1o verify security prosedures, survivability, and operatianal security. Manitoring includes astive attacks by authorized DaD entities to test or werify the se curity of
this system. During menitoring, information may be examined, recorded, eapied and used for autherized puiposes. All infarmation, ineluding persenal infermation, placed orsent aver this system may be

Figure 4-2 Select CAC

You will be prompted to select your certificate from the “Select Certificate” window (Figure 4-3). Select
the appropriate certificate.

Defense Personnel Records
Information Retrieval System

Welcome to DPRIS, your online gateway to military records!

DPRIS provides a conduit for the secure electranic retrieval of document images and

" computable data from the Senices' @& = G
LDQII‘I repositaries, and narrative data fromfEE S EaeCT G
(JSRRC), in regponse to requests i
User ID government agency users. Select the certificate you want ko use,

(User [D s case sensitive) !

Persannel and Read

] Sacretary of Dfense (Personnel i

DPRIS, s a single entd

Intende... Friendy... Lacation

s greatly improved our ability to gain

114

Password E None 0 .
= information on demand and in near DODEM.. SmartC.. Nong gl15/2014 Mot aval...| f Personnel information needed to
(Fasaward is case sensitive) intefaces and Web access by emp|
aspects of infarmation assurance DODEM... SmartC.. WYOGAN... 8/2/2013  Motaval..| bpo people who matter most — our
l:l Evosa... popca.,  =al> YOGAN... B/2f2003 Mot aval..,
Getting these records used to take
Forgot Your Password? ; 5
Quick Links nonths — now, for the veterans who
< >
Common Access Card (CAC) O What is DPRIS? ce in the last 10 years, we can get the

(Click CAC button to use yaur CAC) ok [ cancel ][ viewcCerificate |

O Benefits of Using DPRIS 2| records in hours.”
Selecial 3 New User Registration Information Vice Admiral Daniel L. Cooper (Ret.}

O Access Information Former Under Secretary for Benefits,
Department of Veterans Affairs

O Individual Veteran Access
O What's New  Last Updated 02/162011

New User Registration

THIS IS A DEPARTMENT OF DEFENSE COMPUTER SYSTEM. This computer system, including all related squipment, netwodks, and netwok devices (specifically including Interet access) are provided

anty for authatized U.S. Govemment use. DD computer systems may be monitared for all |anful purposes, Including IRSUNiRg that theif use IS authorized, for management of the System, to tacilitate

protection against unauthorized access, and to verify se curity procedures, survivability, and eperational security. Monitoring includes active attacks by authorized DoD entities to test or verify the security of
this system. Dufing monitoring. infarmation may be examined, recorded. copied and used for authorized purposes. All infarmation. including personal information, plased of sent aver this system may be

Figure 4-3 Select Certificate
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You will be prompted with a Security Alert. Read the warning and select “Yes” (Figure 4-4).

DPRIS

Defense Personnel Records
Informaticn Retrieval System

Welcome to DPRIS, your online gateway to military records!

DPRIS provides a conduit for the i
. computable data from the Service[ TR (Ee
Lon repositaries, and natrative data fi Y
(JSRRC), in response 10 requests]  This web site neads to create a digital signature using your private key. T
User ID government agency users. .

WHRNING: Alloving an untiusted Web site to use your private key is a securl risk
The Web site could use your private kep o compromise protected data or avsume

(User D is case sensitive)
Personnel and Readiness Informaf 1@ WERS!

. Secietary of Defanss (Personmel

DPRIS, as a gingle enterprise gat
Password infarmation on demand and in ne
(Password is ease sensitive) interfaces and YWeb access by el

l:l agpecte of information assurance,

Forgot Your Password?

Do you wiant this YWeb site to create the signature now? s greatly improved our ability to gain
b personnel information needed to
I~ Do nat show this dislog box again

1f you select this check bos, any Wb pages within ths site willbe able ta create ~ [t€ Pe0ple who matter most — our
digial signatures without prompling wou again. However, you will be prompted B
again when you vist another Web site, | Getting these records used to take

Quick Links

nonths — now, for the veterans who
Comman Access Card {CAC) ce in the last 10 years, we can get the

(Clisk CAC buttan to uze your CAC)

Select CAC

O What is DPRIS?
O Benefits of Using DPRI "
O New User Registration Information

O Access Information

O Individual Veteran Access

[»] ﬂhat‘s New Last Updated 02/16/2011

| records in hours!

Vice Admiral Daniel L. Cooper (Ret.)
Former Under Secretary for Benefits,
Department of Veterans Affairs

THIS 1S & DEPARTMENT OF DEFENSE COMPUTER SYSTEM. This computer system, including all related equipment, netnats, and nesbuek devicss (specifically including Internst access) ar provided
anly far autharized U.5. G overmment use. DaD computer systems may be manitared far all lawful purpases, insluding insufing that their use is authorized, for management of the system, to faeilitate

pretection against unautherized access, and to verify seeurity procedures, survivability, and operational security. Monitering includes aetive attads by autherized Dol entities to test er varify the security of
this system. During monitaring, information may be examined, recorded, copiad and used far authorized purpases. All infarmation, insluding paisanal infarmatien, placed or sant over this system may be

Figure 4-4 Security Alert

You will then be prompted to enter your Common Access Card PIN. Enter your PIN and select “OK”
(Figure 4-5).

DPRIS

Defense Persorinel Recards
Information Retrieval System

Welcome to DPRIS, your online gateway to military records!

DPRIS provides a conduit for the secure ele
computable data from the Services &

ctronic retrieval of document images and

Lon repositories, and narrative data o QLML
{JSRRC), in response to requests |
User ID fovemment agency users. Actividentity

ActivClient

(User D is case sansifive)

Personnel and Readiness Informati

L ]

Password

(Password is case sensitive)

Secretary of Defense (Persannel al
DPRIS, ag a single enterprise gater
information on demand and in near
interfaces and Weh access by emp

Please enter your PV

as greatly improved our ability to gain

o personnel information needed to

—

aspects of information assurance. the people who matter most — our

L ]

5. Getting these records used to take
Eorgot Your Password?

left Service in the last 10 years, we can get the

Quick Links

months — now, for the veterans who

Comman Access Card (CAC)

(Click CAC buttan to use your CAC)

Select CAC

O What is DPRIS?

O Benefits of Using DPRIS

O New User Registration Information
O Access Information

O Individual Veteran Access

[»] what’s New Last Updated 02/16/2011

personnel records in hours.”
Vice Admiral Daniel L. Cooper (Ret.)

Former Under Secretary for Benefits,
Department of Veterans Affairs

New User Registration

THIS 15 A DEFARTMENT OF DEFENSE COMPUTER SYSTEM. This computer system, including all related equipment, networks, and netwodk devices ispesifically ineluding Internet access) are provided
only for authorized L1.S. Govemment use. Dol computer systems may be manitored for sl lawful purpeses, including insuring that their use is authorized, for management of the system, 1o facilitate

protestion against unauthorized acoess. and to verify seoutity prosedures, sunvivability, and operational security. Manitoring includes active altacks by authorized Dol entities to test or verify the security of
this system. During menitering, information may be sxamined, recorded, copied and used for sutherized purposes. All information, including persenal information, plaved or sant over this system may be

Figure 4-5 Enter PIN
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Your User name and certificate number will now appear where the “Select CAC” button was. Click
“Login” to continue (Figure 4-6).

Welcome to DPRIS, your online gateway to military records!

\nformmatcn Retreval System

DPRIS peovides a condutt for the secuse of

2romic retreval of document images
and computadie data fom the Se Oficial Métary Py

Login 19p030N0S, 308 naerative data from the Joint Seevices Re Reseaech Contor
(JSRRC), in 1esponse 10 reguests svtiated by vetesans and authonzed and

User 1D IPPIOVEd GOVRINMANt IZRACY USES

(et 10 Js case sensite)

Pars onel and Readiness informaticn Management (PR Ofice of the Under
cretary of Defense (Personnel and Reas ) SO ( ). has developed

1S, 35 3 single enterprise gateway, to provide wial mitary

= on demand and in near reabtime through sacure system-to-

w3 Wob access by employing lading edge technologas,

mr)_:mg all aspacts of mformation assurance

11 DPRIS has greatly improved our ability to gain
Password

n needed t
(P hiwewted s case serstive)

D

Forgot Your Password? Quick Links

Lommon Access Card (CAC) O What is DPRIS?
(ENak CAC bumon 8o ure yoe CAC) O Benefits of Using DPRIS personmel records in hours

C hNewUs@r Registration Information Vice Admiral Danlel L. Cooper (Ret.)

O Access Information

m O Individual Veteran Access

O What's New  Last Updated 02/162011

nefies

New User Registration

01 vt TS SyTtam .y be MARNINS Uke 6 This 0D SOMPUI Rtam UM AIGAE 6 WhIviATad. condivias ¢onsent o -xmnu; o4 his sertam Us sumhenzed vt

Figure 4-6 Certificate ID

The U.S. Government Information System Notification page is displayed. After reading the
information, click the “Accept” link (Figure 4-7).

U.S. Govemment Information System Notification

YOU ARE ACCESSNG A U'S. GOVERNMENT (VS5 INFORMATION SSTEM (15) THAT 15 PR

FOR USG-AUTHORED USE DALY

By L 1 15 [ohech inchties By v B

sbowing snstioes

T U retioaly irncts 152 monin meurianians o 1 15 B purpomet dtiog. Bt nat lemied 5, preeiaon weeg. COMSED masiiring. meteont comtins 0 e,
‘peacerel misconcit (P, e entoroemect [LEL 1nd ooantwininligenae 121 inversgations

4 Atany tme. the U3 may noedt 00 seie casa somd o0 B 5

1 Commoricrion wing o ca sowd o0 T 15 00 1ot prvate. e NG 15 entiog montomy. FaREten. 100 MR Ind may e daddoned orumes b 0y L etored pvom

4 Thin 5 incladen icurity madenin (05, 0540523500 52 0500 nil) 5 estes LS ittt br s panerasl Saeolt or vy
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Figure 4-7 U.S. Government Information System Notification

You are now logged into DPRIS.
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4.2. CREATING REQUESTS IN DPRIS

The View Responses page (also the default page) (Figure 4-8) is displayed once you are logged into
DPRIS. From this page, you can create new requests for images from a Service’s OMPF repository
or for information from the Joint Services Records Research Center (JSRRC). Click the “Create
Request” link to begin the request process.

Responses -
SIGN QuT
Quick Links
View Responses
View Suzordnates Respnses
Nio Requests Available.

A" (erassan
Figure 4-8 View Responses Page

The Create Request page (Figure 4-9) is displayed with a choice to create an OMPF request or, if a
User is authorized, to create a JSRRC Request. If a User is not authorized to create a JSSRRC
Request, that option will not appear.
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| g A
| CaeaRRCnqt
3" isseanl

Figure 4-9 Create Request Screen
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4.2.1. Creating an OMPF Request

Clicking on the “Create an OMPF request” link from the Create Request Screen (Figure 4-9) will
bring you to the OMPF Request Form (Figure 4-10). Fill in the personal information (Full Name
and Social Security Number) of the individual you are requesting records for, and select the
appropriate OMPF systems(s) to be queried. Make your selections from the document index and

click “Submit”.
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Figure 4-10 OMPF Request Form
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4.2.2. Creating a JSRRC Request

If authorized to make JSRRC requests, click the “Create a JSRRC request” link. The JSRRC
Request Form (Figure 4-11) will be displayed. Fill in the personal information (full name and
Social Security Number) of the individual you are requesting records for, and select the
appropriate Military Branch, Reason Code, and Station Code. A JSRRC request must contain the
information for at least one of the Post-Traumatic Stress Disorder (PTSD) Stressor codes or the

Agent Orange code.

It can contain up to four codes if needed. To enter the request code

information, select one of the request code radio buttons and then click the “Continue” link.
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Figure 4-11 JSRRC Request Form
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If one of the PTSD Stressor codes was selected, the PTSD Stressor form (Figure 4-12) will be
displayed. Enter the mandatory information on this form and click the “Continue” button to return
to the main JSSRRC Request Form.
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Figure 4-12 PTSD Stressor Form
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Once the PTSD Stressor form has been completed, a red “X” appears next to the specified Request
Code on the JSRRC Form (Figure 4-13). To delete an existing request, click the “X” icon and
confirm the deletion when a popup message is displayed. Click the “Submit” link on the main
JSRRC Request Form to complete the process of creating a JSRRC request.
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Figure 4-13 JSRRC Form
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If the Agent Orange code was selected, the Agent Orange Claim form (Figure 4-14) will be
displayed. Enter the ship from and ship to dates for up to five shipments. Each shipment can have
up to 25 pairs of dates. To add another date to a shipment (i.e., Unit assignment), click the “Add
Date” button for the shipment. Once all shipment information is entered, click the “Continue” link
to return to the main JSRRC Request Form.
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Figure 4-14 Agent Orange Claim Form
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Once the appropriate selection is marked with an “X”, click “Submit” (Figure 4-15).
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Figure 4-15 Submit Request Form

After successfully submitting a request, the “Your Request was submitted” page (Figure 4-16)
will be shown.

LA
Defnse ersonne Recnds %
Information Reteval Sslem -
RESPONSES CREATE REQUEST REPORTS ACCOUNTS INFORMATION
Create Request

OMPF REQUEST | JSRRC REQUEST

Your Request was submitted!

Plegse cligk here to retum to 8 st of requests, or use the menu on top.

é Saune
Area | Privacy & Secury|

Figure 4-16 Request Submitted

27



DPRIS Web site User Guide (WUG)

Once a response has been received by DPRIS, from the Service OMPF Systems of JSRRC, you will
receive a notification e-mail from donotreply@dpris.org. An example of a typical system generated
e-mail response is:

“This is an automated message generated by the system. PLEASE DO NOT REPLY TO THIS
MESSAGE.

A response has been received for the following request:
2jL9d7G3NH4ED7L13269_na, Smith

You may now logon to DPRIS Web and view the response to your request. ”

This process typically should not take longer than 20 minutes, from the time the request has been
made until the user receives a response.
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4.3. VIEWING RESPONSES

At the View Responses page (Figure 4-17), which is the DPRIS default screen, click on one of the
Request IDs for previously made requests.

A000UNTS INFORMATION e
\
|| Responses
\ SiGN Qur
Quick Links |
‘ View Responses
Voew Sibordnates’ Resporsss
|
| ‘1 Retrieved 4 request's). Displaying 10 per page.
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T T
trets A of 1082011053287 17 Wasy @
‘ 082011083255 17 % dags a
SESFTYITICSIN mo [ 8201 093417 1 B a
SREAFTYIITISIN [ 1082011 033841 17 By |
| Pagefelt
Purge Selected Requests
Qe
A | Brivacy & Seauy |

Figure 4-17 Response IDs

In this example, a records request has already been made. The “View Subordinates' Responses”
link allows a Manager to view the responses to requests initiated by their subordinates. This link
will only be visible to Users who are in a managerial role and have subordinate Users. Click on the
“Request ID” to begin viewing responses to requests. If no response has been received, the Request
ID does not show up.
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A list of available images received from the Services’ OMPF repository system based on the
request will be shown. Select an image to review. Then select “Display Selected Files” (Figure 4-

18).
NOTE: Adobe Reader must be installed on the User’s computer in order to display selected files.

Adobe Reader is requied 10 use the Display Select Fiies button. |f you need 10 pet this pluggin Cick here 1o download 1

BACK CHECK ALL UNCHECK ALL RISPLAY SELECTED FILES

£

& RequestiD a
Socisl Security Number

‘4" 1 DD 214 RrewoISCH ACOU CERT
: Effective Date 2004-04-30 (1 pagels))
vl ‘_J Scan Date 2011-09-29 13:04:33

1 DD 214 RewoisCH ACOU CERT
. Effective Date 2004-04-30 (1 pagels))
) scanpate 2011-09-29 13:04:33

& DD 214 REL DISCH ACOU CERT
" Effective Date 2004-04-30 (1 page(s))
E)  scanpate 2011-09-29 13:04:34

X Indicates documents temporarily inaccessidle in the Service automated OMPF System. Resubmit request in 24 hours if still required.

BACK CHECK ALL UNCHECK ALL RISPLAY. SELECTED FILES_

Figure 4-18 List of Available Images
Figure 4-19 shows an example of a typical form that is requested through the DPRIS system.

CAUTION: NOT TO BE USED FOR THIS IS AN IMPORTANT RECORD. ANY ALTERATIONS IN: SHA ; ;
IDENTIFICATION PURPOSES SAFEGUARD IT. AREAS RENDER FOF_ -\l
CERTIFICATE OF RELEASE OR DISCHARGE FROM ACTIVE DUTY
1. NAME (Last, First, Middie/ 2. DEPARTMENT, COMPONENT AND BRANCH 3. SOCIAL SECURITY NO.
4.2 GRADE. RATE OR RANK T4.b. PAY GRADE 5. DATE OF BIRTH (YYMMDD) 6. RESERVE QBLIG. TERN;:DATE
| Year N/A[Monttiz: | Dag”
7.a. PLACE OF ENTRY INTQ ACTIVE DUTY 7.b. HOME OF RECORD AT TIME OF ENTRY (Cify-and s!ar&- or complete
address if known)

8.a. LAST DUT‘;' ASSIGNMENT AND MAJOR COMMAND 8.b. STATION WHERE SEPARATED .-

| PERSONNEL SUPPORT DETACHMENT WASHINGTON, DC

"9. COMMAND TO WHICH TRANSFERRED VERAGE [ |None

NAVAL RESERVE PERSONNEL CENTER, NEW ORLEANS, LA 70149 punt:$250,000.00

11. PRIMARY SPECIALTY (List number, title and years and months in | 12. RECORD OF SERVICE Yearls) | Month(s) Dayls)
specialty. List additional specialty numbers and titles involving [ Date Entered AD This par 1984 APR 19

periods of one or more years.) - -
b. Separatlon Date Th' Period 2004 APR 30

PNC: c. Net Actlyg Sgr\rrcg Th Period 00 12
: 00 | 00

08 15

i 03 | 03
l‘{X XX XXXX XXXXXXXX XXX XXXXXXXI 0 : 0'?
-}\XXXXXXXXXXXXXXXXXXXXXXXXXX h EﬂectweDaten].,.ﬁvGrade i“MAY 6

Figure 4-19 DD Form 214

30



DPRIS Web site User Guide (WUG)

4.4. WEB-BASED DPRIS REPORTS
To navigate to the Reports page, click on the “Reports” link (Figure 4-20). Access to different

types of Web-based reports will be found on this page. Click on each Web-based report to access
the report.

NOTE: Report availability is based on user roles and access permissions determined at the manager
level. Typically, only Super Users and Managers will have access to these reports.

I
PRI > \) Sniig
::-:nl-hnals;: W e

CREATE RECUEST seroaTs A0CoMNTS.

Reports

SIGN QUT |
View Reports

Figure 4-20 Reports Page

Figure 4-21 shows an example of an Access History Report For Agency Users.
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T =
PRIS -‘ "” '“
e j-»“x@-'r

Date of Report: 09/29/2011 Report Initiated By
Organization.. ..

ACCESS HISTORY REPORT
FOR AGENCY USERS (SUMMARY)
From: 09/06/2011 To: 09/16/2011

This record has been accessed via DPRIS 4 time(s) by one or more Agency users during the specified period.
Veteran / Service Membder Name SSN

O9/08/20117 OO 0407

Unique Request ID Repcsitory ¢ of Images Returned

Vateran / Service Memder Name SSN

# of Images Returned

Page 1 of 1

Figure 4-21 Web-Based Report

S. ACCOUNT MANAGEMENT

Managers have the responsibility of managing DPRIS accounts for their subordinate Users through the
DPRIS Web site. The roles associated with this activity are assigned as part of the User approval
process and are recognized by the DPRIS system when a User logs in. Managers are authorized to
approve new User registration requests, change the document assignment and authority role of their
active subordinate Users, and temporarily and permanently deactivate subordinate Users. The ability to
manage other User accounts is available only to Users in a managerial role.

From the DPRIS View Responses/Default Screen, click on the “Accounts” link to navigate to the
Account Management page (Figure 5-1). From the Account Management page, you can access links to
modify profiles, change passwords, and manage subordinate Users if applicable.
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Figure 5-1 Account Management
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5.1. CHANGING YOUR ACCOUNT PROFILE

As a User, you can make changes to your account portfolio, such as modifying your e-mail address,
to your account profile. Click on the “My Account” link and make the appropriate changes on the
“My Account” page (Figure 5-2). Click “Submit” once you have made your changes.

NOTE: Your User ID cannot be altered for any reason. If a new User ID is required, your old
account needs to be deactivated by your Manager. You must then go through the registration
process again with the new User ID.
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Figure 5-2 My Account Profile
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From the “Accounts” link in Figure 5-3, the Account Management page is displayed. Be sure to
adhere to the aforementioned strong password rules in Figure 3-6 when making this change. Enter
and confirm a new password then click “Submit”.

Y AOCOUNT | FASSHORD) | LSER ACOLNTS | FEASSGNUSERs

)M e e
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‘ SUBMIT

B ooy sy

Figure 5-3 Changing Your Password
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5.3. ACTIVATING, DEACTIVATING & REJECTING USERS

Managers are responsible for approving new User registration requests, changing the document
assignment and authority role of their active Users assigned to them, and temporarily and
permanently deactivating the Users assigned to them.

5.3.1. Activating New Users

Managers will receive an e-mail whenever a new User has submitted a registration form and
selected them as their Manager. From the Account Management page (Figure 5-4), click on
“User Accounts” and select “New Users”.

UL T BE | i
) M

BESPONGES CREATE REQUEST REFORTS AOCONTS INFORMATION il
Account Management T S 21
AY ACCOUNT | PASS e
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Temporarily Deactivated Users
\iew & fst of oo who have een lemporanly deacivated 12 scoess DPRIS wad sie. To lemporarly Geactivale 20 sctve user Jiok ‘Active Users Bk and follow 2 steps 10 deactate

Permaseety Deactvated Users
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e use i on ‘Active Usess link and ellow the stegs to desctivate

Figure 5-4 User Accounts

Click on the new User’s name from the New User Accounts page (Figure 5-5).

Defense Personnel Records
Information Retrieval System

Account enagement A
Y ACCOUNT | EASSIORD | USER ACCOUNTS | BEASSIGN USERS
How Qur
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New User Acounts
N e
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Fmanenty Dsacivated e

ﬁu“:“ Py & Seaiy|
Figure 5-5 New User Account

36



DPRIS Web site User Guide (WUG)

The potential new User’s Profile information page (Figure 5-6) is displayed. It is important that
the information pre-populated into this form is reviewed to ensure accuracy. Once the
information has been verified, click “Continue”.

EESPONSES CREATE REQUEST BEPORTS ACCOUNTS. PECRMATION HELP

Account Management

MY ACCOUNT | PASTWORD | LSER ACCOUNTS | REASSION USERS

Profile for
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= Plaase make ceriin the users Email Address is cormect

PERBOHAL MFCRMATION

User D

Fiesthlame
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Phizoe umber

Ermail Address (et Be Vald)
Legn Uepos
[——

Maragers Hase
Manager's Phone
Marager's Email
Marager's Ofice Code:

-uummus
Figure 5-6 New User Profile

The Role Assignment page (Figure 5-7) is displayed. Here, the type of requests can be specified.
This form is used for assignment of access. An advantage of DPRIS is that a User does not have
to go through a large number of images if, for example, they only need the Service Computation
Group or more specifically the DD Form 214. Only those Users with an approved business need
will have JSRRC access. To approve the request, click “Activate”.
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Figure 5-7 Role Assignment
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When a User no longer requires access to DPRIS a Manager is required to deactivate the User.
To do so, click on “Active Users” from the Quick Links Menu (Figure 5-8) to receive a list of all
active User accounts. Click on the name of the User to deactivate the account.

BESPONES CPEATEREQUEST RS ACCONTS NECRUTON o
/
Account Nenagement B
s WYACO0NT | BRGSNORD | LGERADCOUNS | RERSSRN LSS
36N Qur
ek Lk :
Active User Accounts
e e (e e s
v G

SN ot
Figure 5-8 Deactivating an Active User Account

Review the User’s account profile (Figure 5-9), to verify this is the User you would like to
deactivate and click “Continue”.

Account Management

Ba Gan 84 W0
Y ACCOUNT | PASSWORD) | UISER ACCOUNTS | REASSIGN USERS

Profile for

PERBOML INFORMATION

User 1D dpris_agmin
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Lust Name

Phome Humber

Email Address [Must B¢ Valid)

Login Method USERID

AGENCY NFORMATION

GONTINUE

Figure 5-9 Deactivate User Profile
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The Role Assignment page (Figure 5-10) is then displayed. Click “Deactivate”.

MY ACCOUNT | PASSWORD | USER ACCOUNTS | REASSION USERS
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4| JSRRC Request Codes
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UPDATE QEACTIVATE —

Figure 5-10 Deactivate User

From this screen select either temporary or permanent deactivation and click “Submit” to
complete the deactivation process. A comment box is provided to make a note of why the User is
being deactivated. Comments describing why the User is being deactivated are required. An e-
mail will be sent to the User confirming the change. A list of temporarily and permanently
deactivated Users can be viewed by clicking on the appropriate link on the left of the Deactivate

page (Figure 5-11).
FESPOES CFEATE REQUEST BEPORTS ACONTS DEORMATION -1
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Pamanenty Deadvates Uses
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Figure 5-11 Deactivation Submission
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5.3.3. Rejecting a User

If a New User Registration Form is incorrectly filled out, or there is another issue, reject the new
User registration form by navigating to that User’s Role Assignment page (Figure 5-12).

Account Management
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Figure 5-12 Rejecting a User

Select the reason that best describes why the request has been rejected on the Reject
Authorization page (Figure 5-13). There is a section for comments, which will go to the User in
an e-mail. Once completed, click “Submit”. User registrations that are rejected are completely
purged from the system, and the User is required to begin the registration process again.

EESPONSES (REATERENEST BEPORTS ACCONTS PECRMATION e
Account Management F—
MYACCOUNT | EASSWORD | USER ACCOUNTS | BEASSIGN LSERS
Sin gur
_— Reject Authorization for

Mociicesion mauined 1 s pencnel infomicn
Mecifeason e 2 coars agancy infoematicn
e o et b 5 ot gy
Unes gitend with iscomect e )
Urar egistensd wid amnj logn mainee
e

Somaeets!

Fhense et yourmeasce o npecig B cai A0 eeval will bt Wt 12 Pl il ot comerd

SUBMIT —
]
Figure 5-13 Reject Authorization
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5.4. UPDATING USER PROFILES

Managers can change a User’s role level and/or modify the viewable documents that the User has
access to. To update a subordinate User’s profile, the Manager should navigate to that User’s Role
Assignment page (Figure 5-14) and check or un-check the desired boxes to change that User’s
viewable documents and then click “Update”.

MY ACCOUMT | PASSWORD | USER ACCOUNTS | FEASSIGN USERS

Role Assignment for
Usar Flole Lewvel *
LT
B
¥ service Compstation Growp ¥ Professional History Group
sc1 ) pozea PH1 ) PromotonAdvifeduction
522 Y1 Service VerificabonComputation PH2 ) Service Military EduciTraiming
563 1 Ofcer ApptTemination PH3 ) Giwilian Edecation/Traiming
5C4 ) EnimamentExienabons PH2 ) Service StahsiChangeRevision
528 Y| Service Acknowledgementiigt PHS | Cheon Assigrment History
506 | Dischange/SeparationRet FHE | Qualsiicenses/Certificates
507 ) CassaiyDeath PHT | Secwsity AccessiClearance
523 | OrdersEndorsements ‘ Administrative Groug
o Pertermance Group AG1 Dependast SupporvElig
PGl ¥ Peromance Reperts AG2 Personal HisteryBes
PG ¥ Commendstory ems AG3 LeanTuiticn Assistance Elig
PG ¥ Derogatoey Bems AGA Change/Cesroction Verification
PG4 ¥ SensitveMesticted AGS MedecalPhpaicslVExsmFindirgs
Pa5 ¥ Photographs AGE Misceilaneous Admin Docs
#| JSRRC Request Codes
040 PTSD - Swesser 1
041 ] PTSD. Swessor2
04z | PTSD: Stresser 3
043 1 Agest Orange Claim
‘ UPDATE REACTIVATE

Figure 5-14 Updating User Profiles

41



DPRIS Web site User Guide (WUG)

5.5. FORGOTTEN PASSWORDS
5.5.1. Resetting Your Password
If you forget your password it can be reset. However, after three unsuccessful login attempts, you
will be locked out of DPRIS and the Number of Invalid Login Attempts Exceeded page (Figure
5-15) will appear. If this screen appears, the password must then be reset by the User’s Manager.

NOTE: User ID, password, and security challenge answers are all case-sensitive — must be exact.

Number of Invalid Login Attempts Exceeded

+ Your account has been locked because you have exceeded the number of allowed faled login attempts. Your Agency Manager will nead to unlock your atcount before you
can gain access to the system,

CLOSE BROWSER

THIS IS A DEPARTMENT (OF DEFENSE CONPUTER SYSTEM. This computer system, including all ielated equipment. nétworks, and nsbwork dewees (speciically inchuling Intemst acoess) are piowdzd oaly for authenzed U
Dol computt systems may be montored for all lawdul purposss, ichoding insuring that theer wse 1 authorized,for marcageensnt of the system, bo faciltaty protection aqansd unauthenized access, and by vely sscurty praced
and eperationdl securty. Monitorng inchdes active attacks by authorized Dol enfifes to test or verdfy the securiy of this system. During monitaring, informaion mary be examined, reconded, copied and wsed for authorized pu
information, inchufing persanalinformation, placed oe sent ver this syslem may be menikred. Use ofthis DoD computer system, authorzed o nautharized, consbtutes consent o mondoring ofthis system. Unsuthorzed usi
caminal prosecubion. Evidence of unauthorzed usz colected duing mondoring may be wsed for admnistrative, criminal, or obher adverse achion. Use of this system constiubies comsent o mandodng for thes purposes

Login About DPRIS Privacy Pocy Nemoranim of Agreement EAQS Help Lnks S Nap Contart Us

Figure 5-15 Invalid Login Attempts

To reset your password, click on the “Forgot Password” link on the DPRIS Home page (Figure 5-
16).

7
pPRaI§ Welcome to DPRIS, your online gateway to military records!

Information Retrieval System

DPRIS provides 8 conduit for the secure elecronic rerieval of decument images snd computadie dats
& fom the Senvices’ Oficial Military Pessonnel Fil ) reposiicries, and namative data from He
LOan Joint Services Records Resesech Center (JSRRC), in response 1o requests initiated by veterans and
Suhorized 853 POV QIVEMmEnt 80eNCy U

User 0 Personnel 303 Readiness Infcemation Management (PAR IM). Office of the Under Secretsey of
i Oeferse Penonnel and Readiness) ( . has Gevaloped DPRIS, a5 2 single enterprise
{User 1D is case sensitive)

gateway, 1o provide Booess 10 vit ry personnel information on demand and in near real-time
eough secure systemrio-system interfaces 803 Wed sooess by employing lesding edge technelogies
indluding all aspects of informaticn assurance

Passwoed

(Passacrd s case sansite) Quick Links

ded to

supporttr vho matter most — our

D Whatis DPRIS?
O Benefits of Using DPRIS
Common Access Card (CAC} O New User Registration Information
S N re D Access Information
Seoc G D Individual Veteran Access
o wha[’s New G Vice Admiral Daniel L. Cooper (‘ReL}

Forgot Your Passmﬁ’h

veterans. Getting these records used to take

several months — now, for the veterans who

left Service in the last 10 years, we can get the

personnel records in hours

Figure 5-16 Forgot Your Password
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At the DPRIS Forgotten Password page (Figure 5-17), enter your User ID and e-mail address. If
both are entered correctly your secret question (you selected your secret question when you
initially registered) will be displayed. An e-mail with your password will be sent to you. During
your next login, a new password will be required.

(NOTE: Please keep in mind that the new User password must adhere to the password rules
defined in aforementioned Figure 3-6.)

P I
QRBE@ Welcome to DPRIS, your online gateway to military records!
information Resrieval System

FORGOTPASSWORD?

Plazss s e requesied information. Upon complation ofall required intormation fielch, dick the Continue bution 34 the botiom of
he page

UseriD*

Email Address *

Please vers iy Bhat you have enbered your comect email address

* Represents & requined field

foe puthorand UL S, Gevarmment us. Do compu

i conmst 19 mositring of this sysem, Unasthorced ie sy subinct yoe 1 wiminl propection. Evidence of cnavtboried o ool mantorng may ba el for aimingtatve. cvn
For T purpoied.

ogin About DFAIS Brivacy Policy Memorandum of Agreemend FAQs Help Links Site My

Figure 5-17 Forgot Password Prompt

5.5.2. Resetting Another User’s Password

If a User has forgotten their password and is locked out of their account, the password can be
reset by the User’s Manager or Super User. The Manager or Super User will navigate to the
Accounts Management page (Figure 5-18) and click on “Active Users”. A list of active Users
will be displayed. Select the User you would like to reset the password for by clicking on the
User’s hame.

ASL ANvLY)

Defense Persannel Records l
Information Retrieval System
EHOE FENTEREEST ] NS JFORATIN e
/ \/
mhﬂw G G 0t
! S r
Qe Links .
e UserAceounts
Nealies
Name Ofce (o Fhont b
— ‘]

\

308" s

Figure 5-18 Resetting Another User’s Password
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The User’s profile page will be displayed. Click the “Reset Password” link (Figure 5-19) on the
left side of the screen.

Account Management

MY ACCOUNT | BASSWORD | USER ACCOUNTS | BEASEIGN USERS

ekl Profile for

B Usars

dive e PERBONAL NFORMATION

Temponaity Dvactvated Users

User D dors_parmin

Permararzy Descvated Unis

£
i

‘Email Address (Must Be Vaid]
Logen Method (=T
SGENCY NPORMATION

Marager's Name.
Marager's Frone
Maragers Emad
Marager's Offce Code

GONTINUE

Figure 5-19 Reset Password Link
Click “Submit” (Figure 5-20).

BESPONSES CREATE REQUEST BER(RTS ACCOUNTS INECRMATION
MY ACCOUNT | PAGSWCRD | LSERACCOUNTS | REAGSIGN USERS
Quick Links
Reset Password for

New e
Adive e [*)- M fids i st
Temporaily Deactvated Uses PR RFCRUETCR
Pamareth Desctivated ey

L L
Baset Pasword

Confim New Paswweed* e

SUBMIT d—

Figure 5-20 Submit Reset Password

NOTE: Please keep in mind that the new User password must adhere to the password rules
defined in Figure 3-6.

A system generated e-mail is then sent to the User notifying them that they may log back in using
their new password and that they must immediately reset their password upon logging back in.
Only after this new password has been created, can they resume use of the DPRIS system.
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5.6. REASSIGNING SUBORDINATE DPRIS USERS

Managers and Super Users have the ability to reassign their subordinate Users to another Manager.
This is useful for when a Manager is going to be out of the office, leaves an agency, or changes
projects.

Click the “Reassign Users” link on the Account Management page (Figure 5-21).

FRESPONSES CREATE REQUEST REPORTS ACCOUNTS INFCRMATION HELP
Account Management e Mo 20,2011
Y ACCOUNT | PASSWORD | USERACCOUNTS | REASSIGN USERS o ey L Lo
Sl qur

My Account
Update email, phone number of other information.

Password
Change to new password...cument password required

User Accounts
Review new user scoounts in your egency. Approve end essign vizwable document index.

Reassign Users

Change the manager of one of your subordinate users to anather manager under your management. This function should be used if one of your cument subordinate managers will no longer function in that pasition [reorganization, personnel assignment,
femporary absence, etc .

é ecure X
Area | Privacy & Security |

Figure 5-21 Reassign Users

A list of the subordinate Users will be displayed. Select the User(s) to be reassigned by clicking
the check box on the left (Figure 5-22). Click “Continue”.

RESPONSES CREATE REQUEST REPORTS ACCOUNTS INFORMATION HELP
Account Management W, Now 30, 2011
Wieloor L Lawlor
MY ACCOUNT | PASSWORD | USER ACCOUNTS | REASSIGN USERS eoone Ray ‘
iGN QUT
Selecting Users to Reassign .
Reassign Users For
“ou select the users you would ke to resssign by selection
the essociated check box. If a chedk box is not displayed for
the user, then the user has subordinate users that first need Ray L Lawlor
to be reassigned You can slso use the select all button
BT
St O Hame ¥ Role Phone Humber Subordinate Users

to have all of the users selected and the unselect all

B o )
button to unchedk all of the chedk baxes. Once the dprisadmin dprisadmin User (703} 555-1557
users have been selected, ook the Reassign Selected

gcommue

Users linkto get o the Select Hew Manager page fo select
& new menager for the seledied users

Displaying Subordinate Users
If & user in the list has subordinate users under them, the
subordinate users will need to be resssigned fisst You cen

dlck the people image A% under the Subordinate Users
calumn to get the list of subordingte usess

é Becure )
Area | Frivacy & Security |

Figure 5-22 Select User to Reassign
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The Select New Manager page is displayed (Figure 5-23). Click the check box next to the new
Manager’s name. Click “Submit” to complete the reassignment.

“DPRIS

Defense Personnel Records.
Information Retrieval System —
v -
Account Management T A
MY ACCOUNT | BASSWORD = USER ACCOUNTS = REASSIGN USERS Ry b
SiGN. QUT
Conmin o taer o St Setoct ow amager
P,
previous page without making any changes. Name Role Phone Number
P ——"
Select” Hame ¥ Role Phone Number
fEr— e e
David Hang Manager (BT1) 348-4404
Thomas F Klein Manager (717) 540-5310
Ray L Lawlor Manager (703) 583-1881
matthew leach Manager (703) 887-7085
Jon Lee Manager (703) 845-3200
EricA Lannett Manager (671) 527-7824
Ellen Sulerzyski Manager (702) €96-1981
e = e
i e T
susmIT BACK
Figure 5-23 Select New Manager
The following screen will appear (Figure 5-24).
'RESPONSES CREATE REQUEST REPORTS ACCOUNTS INFORMATION HELP
Account Management W, Nov 0, 201
MY ACCOUNT | PASSWORD | USER ACCOUNTS | REASSIGN USERS et ey

SIGN.QUT

Users Reassigned Successfully!

The users selected have been successfully assigned from Ray L Lawlor to Ray Lawlor,

BACK

open ;
Area | Privacy & Security |

Figure 5-24 Successful Reassignment
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6. INFORMATION PAGE

The DPRIS Information page (Figure 6-1) provides additional information to the User about DPRIS.

ZDRRIS

Defense Persannel Records
Information Retreval Syskm l
o K0TS IECRUATION P
\
Information
SIGHQuT
D9RS Bt ehrngton
Ll
Ao | vy & Searty|

Figure 6-1 Information Page
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7. DPRIS HELP
Click on the “Help” link to display the Help page (Figure 7-1).

LI IN1D
Defense Personnel Records
Information Retrieval System 1
P CFEATEREEST TS ACKONTS ORUATIN &
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Pt Dt
o Frquenty et Questions FA)
LT

o Looting fra Decumert? Onea the OPRIS Sundd Decumertindix

od) Dot have Vool Word? Db b b downlond Word Viewsr
eison S B

Figure 7-1 DPRIS Help

A Manager is the best resource to assist in helping a User with any questions. If the Manager is unable
to fix the issue, navigate to the DPRIS Assistance Form (Figure 7-2). All Assistance Form comments
are reviewed by a DPRIS functional analyst or a technical analyst. An acknowledgement of receipt and
initial disposition action for suggestions, complaints, or problems/questions that do not require
immediate assistance will be provided by e-mail within five working days. If your problem / question is
more severe, you will receive a response by e-mail within one business day.

Assistance Forms S 38 3510
BT ASSATAVGE FORM | VIEW ASESTANCE FORM

ASSISTANCE FORM

v 19 15 T ey Sk Gumdb0r Dage D12 o BOTEI" Sbisthoia Amgumit
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e 5 420 W e Bane 2

udT

Figure 7-2 Assistance Form
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Answers to common questions can be found on the Frequently Asked Questions page (Figure 7-3).
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gt ey
w Frequecdy et Qumiors FAQ)
L
- Loaking or3 Document? Chil e OFFRS Sandaed Documest Inden
Fi ]
# DPRIS Tipining Curioukm VS Word) Dot have Niizosot Word? Dk s 2 downed Werd Viewer
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Figure 7-3 Frequently Asked Questions
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8. CONCLUSION

The DPRIS Web site User Guide will be updated periodically and the most recent version will be
available online via the DPRIS Web site.

50



DPRIS Web site User Guide (WUG)

APPENDIX A. ACRONYMS

The table in Appendix A shows the list of acronyms used within the User Guide.

CAC Common Access Card

DPRIS Defense Personnel Records Information Retrieval System
HIPPA Health Insurance Portability and Accountability Act
JSRRC Joint Services Records Research Center

NPRC National Personnel Records Center

OMPF Official Military Personnel File

PIN Personal Identification Number

PM Program Manager

PMO Program Management Office

PTSD Post-Traumatic Stress Disorder
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